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PHASE ONE – WinZip created zip file manipulated with Opus

WZ1	WinZipEncrypted.zip

· 4 files (artwork, balloon, car, and resort) encrypted using WinZip 27 Pro
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file

WZ2	WinZipEncryptedOpusAddedTrailer.zip 

· WZ1 opened in Opus and added the “trailer” image to the archive
· The trailer image is copied into the zip file as non-encrypted
· The file is now “mixed-mode” encrypted/non encrypted
· Opus can open and extract all images from this zip file
· The WinZip program (once password provided) reflects that the “trailer” file is not encrypted and the other three files are LOCKED (unextractable?)
· WinZip program and context “extract here” both fail at extracting the encrypted files within this archive
· Central and local directory mismatch for file “artwork.jpg” (crc-32 – local: ABFF3BBD hex  central: 0 hex.)
· Central and local directory mismatch for file “balloon.jpg” (crc-32 – local: DB5979C4 hex  central: 0 hex.)
· Central and local directory mismatch for file “car.jpg” (crc-32 – local: 3F29F1CE hex  central: 0 hex.)
· Central and local directory mismatch for file “resort.jpg” (crc-32 – local: 5593243E hex  central: 0 hex.)
· The only file that extracts within this archive is “trailer.jpg” – also the only non-encrypted file

WZ3	WinZipEncryptedOpusRenamedArtworkToHills.zip

· WZ1 opened in WinZip and renamed the “artwork” image to “hills”
· Opus reflects that the newly renamed “hills” file is encrypted
· The WinZip program (once password provided) reflects that the “hills” file is encrypted and the other three files are LOCKED (unextractable?)
· Opus can open and extract all images from this zip file
· WinZip program and context “extract here” both fail at extracting the encrypted files within this archive
· Central and local directory mismatch for file “balloon.jpg” (crc-32 – local: DB5979C4 hex  central: 0 hex.)
· Central and local directory mismatch for file “car.jpg” (crc-32 – local: 3F29F1CE hex  central: 0 hex.)
· Central and local directory mismatch for file “resort.jpg” (crc-32 – local: 5593243E hex  central: 0 hex.)
· The only file that extracts within this archive is “hills.jpg”

PHASE TWO – Opus created zip file manipulated with WinZip

OP1	OpusEncrypted.zip 

· 4 files (artwork, balloon, car, and resort) encrypted using Directory Opus 12 Pro
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file

OP2	OpusEncryptedWinZipAddedTrailer.zip 

· OP1 opened in WinZip and added the “trailer” image to the archive
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file

OP3	OpusEncryptedWinZipRenamedArtworkToHills.zip

· OP1 opened in WinZip and renamed the “artwork” image to “hills”
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file


PHASE THREE – Opus created zip file manipulated with Opus

OP1	OpusEncrypted.zip (same file as in phase two)

· 4 files (artwork, balloon, car, and resort) encrypted using Directory Opus 12 Pro
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file

OP4	OpusEncryptedOpusAddedTrailer.zip 

· OP1 opened in Opus and added the “trailer” image to the archive
· The trailer image is copied into the zip file as non-encrypted
· The file is now “mixed-mode” encrypted/non encrypted
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file

· OP4.2 - OpusEncryptedOpusAddedTrailerWinZipReencrypted.zip - WinZip can also re-encrypt the entire file effectively encrypting the “trailer” image

· OP4.3 – OpusEncryptedOpusAddedTrailerWinZipReencryptedOpusAddedBackground – with OP4.2 and Using Opus, added “background.jpg”, creating mixed mode, and WinZip had no problems working with the file

OP5	OpusEncryptedOpusRenamedArtworkToHills.zip

· OP1 opened in WinZip and renamed the “artwork” image to “hills”
· Opus reflects that the newly renamed “hills” file is encrypted
· The WinZip program also reflects that the “hills” file is encrypted
· Opus can open and extract all images from this zip file
· WinZip can open and extract all images from this zip file

Observations:
· Zip files that are created with Opus as their seed have no incompatibility issues with WinZip even when the files are later modified by both programs
· Zip files that are created with WinZip as their seed do have incompatibility issues with WinZip when Opus either renames a file within or adds to the zip container
· When Opus renames an encrypted file within an encrypted container it remains encrypted
· When Opus adds a file to an encrypted container the file added remains not encrypted
· WinZip can recognize and work with "mixed-mode" zip files created and manipulated by Opus but cannot create its own mixed-mode zip containers. This may be a new change
· If Opus can strip the WinZip header information from the WinZip container and replace it with its own during rename/add actions (effectively change it into a WinZip created container) that might address incompatibility
· Adding an option in Opus to "copy as encrypted" when adding files to an encrypted container would be a considerable time saver and is nearly essential for managing large numbers of file containers
